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1
Decision/action requested

It is proposed to add a NOTE in the key issue#7 on the MitM attack.
2
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3
Rationale

Key Issue #7 is on the MitM attack. MitM attack is one category of attacks which is committed by Man in the Middle, it contains different kinds of specific attacks which are already covered by other key issues, for example, DoS attack, replay attack, tampering, etc. DoS attack is covered by every other key issues (key issue #1, #2, #3, #4, #5, #6), where the attack behavior and the impacted messages are much more clearer. Replay attack will be addressed separately since it happens on every signature based solutions. Tampering happens in the unprotected messages, and is covered by other key issues (key issue #1, #2, #4, #5) . The corresponding security requirements are already covered by other key issues as well. Therefore, MitM attack will not be addressed separately in this TR.
This pCR proposes a NOTE to be added in key issue#7 that MitM attack will not be addressed separately in this TR.
4
Detailed proposal

****START OF CHANGES ***

5.7
Key Issue #7: Protection against Man-in-the-Middle false gNB attacks
5.7.1
Key issue details
Typical false base station attacks result in denial of service to UE. Consequently, UE or user may infer such attacks based on the service unavailability and take an action accordingly. However, a more sophisticated attacker may launch various types of attacks in a stealth manner using false base stations.  MitM false gNB transports security protected messages between the UE and the network without any modification while altering and/or injecting unprotected messages.

Without addressing the MitM threats, detection of false base stations and countermeasures against them have limited effectiveness.

5.7.2
Security Threats
A MitM false base station may force a UE to camp on to it by passing all the message on between the UE and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages etc.

5.7.3
Potential Requirements

TBD
NOTE: MitM attack is one category of attacks which is committed by Man in the Middle, it contains different kinds of specific attacks, for example, DoS attack, replay attack, tampering, etc. DoS attack is covered by every other key issues (key issue #1, #2, #3, #4, #5, #6), where the attack behavior and the impacted messages are much more clearer. Replay attack will be addressed separately since it happens on every signature based solutions. Tampering happens in the unprotected messages, and is covered by other key issues (key issue #1, #2, #4, #5) as well. Therefore, MitM attack will not be addressed separately in this TR.
***END OF CHANGES***

